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Extended summary 

The SURFfederatie allows students and employees of Dutch knowledge institutes to 
use their institute’s account to log in to a growing set of service providers. 
Depending on the specific service provider, a set of attributes identifying or 
describing the users is passed along when the user logs in, e.g., email address, or 
name. Since this is privacy sensitive information, the service provider can only ask 
for these attributes if there is a need for them (minimal disclosure), and the user’s 
institute has agreed to sharing these attributes.  
 
Users, however, currently do not have insight in and control over what attributes are 
shared. With an increasing set of service providers, and with more attributes being 
requested, SURFnet is considering adding a user controlled privacy (informed 
consent) feature to the SURFfederatie that would provide such insight and control. 
This is also in line with a trend in the identity community often referred to as user 
centric identity.  
 
This report describes the outcome of research already started in 2009 whether users 
actually would want such a feature and if so, how the user interaction should be 
designed. A second research question was how user controlled privacy could be 
added to the SURFfederatie, considering that the SURFfederatie is implemented as a 
so-called hub in which SURFnet operates a central component to facilitate 
communication between identity providers (institutes) and service providers. 
 
The first research question if and if so, how users user would like to get control over 
their privacy is complicated because ideally such control should be unobtrusive, easy 
to understand and should offer fine-grained control. There are trade-offs between 
these three requirements. In addition, users have different privacy attitudes, which 
is expected to lead to different expectations with respect to privacy controls. 
Specifically for the SURFfederatie, there is relatively little privacy sensitive 
information exchanged compared to some other identity federations, and most 
service providers in the SURFfederatie are likely to be relatively trusted for most 
users. 
 
A state-of-the-art and literature research on user controlled privacy and user centric 
identity (done in 2009) showed that for identity federation there are basically two 
approaches to provide control. The first is adopted by the user centric identity 
federation standard OpenID, and provides consent questions during log in through a 
web page. The second is the user centric identity standard InfoCard, which uses an 
active client on the user’s device, using a card metaphor for the user interaction.  
 
OpenID, similar to SAML WebSSO and the other federation protocols used by the 
SURFfederatie, uses web redirects. There are also precedents for offering a similar 
web-based consent as OpenID for SAML WebSSO, especially uApprove (for 
Shibboleth) and the Consent module for SimpleSAMLphp.  
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There are quite some differences in the actual implementations of providing user 
controlled privacy for web-redirect based identity federations (i.e., SAML WebSSO 
and OpenID). Based on state-of-the-art in user controlled privacy and academic 
literature, we came up with five guidelines to be the basis for a possible 
implementation for the SURFfederatie. These guidelines try to balance the above 
mentioned requirements (understandable, non-intrusive and fine-grained control). 
These five guidelines are: 

0. Consent – Always ask for consent before any information is shared, and let 
the user decide per attribute if he or she gives consent to share this. 

1. Informed – Make sure the user actually understands what consent he or she 
is providing, and what the consequences are. For example, provide the actual 
values of attributes that will be shared (“John Doe” contrary to “name”). 

2. Automate – Reduce the obtrusiveness by making it possible to give consent 
for future log ins, but make this only valid for a limit period of time to avoid 
people forgetting their consent (timed consent). Thus do not provide the 
customary “always” button but instead for example for one year.  

3. Notification – Inform the user on what information will be shared, and when 
(or just before) this is happening. Also do this when the user previously 
consented to this, to remind the user. 

4. Revocation – Provide easy access to and revocation of previously stored 
consents. 

 
Since our focus in this research is on the user, in 2009 we did a first user study to 
find out preferences. This was a small-scale user study, based on mockups. There 
was a clear outcome in that users did want consent, and preferred a web-based 
approach over InfoCard.  
 
Based on the 2009 work, we continued in 2010 with the architectural choice whether 
to implement the user consent on the hub, or at each of the identity providers. 
Among others, this has consequences for the end user experience since a hub-based 
approach will reveal the role of the hub, which without consent is basically hidden 
from the user. The major benefit of implementing this on the hub is that it can be 
offered to the institutes without requiring changes to their software, which may be 
difficult for some or most institutes. Also, the hub currently already enforces the 
policies from the institutes on what attribute is shared with what service provider. 
Doing this at the hub, however, does add complexity to this hub. In addition, since 
the institute is the identity provider, implementing consent at the institute would put 
it closer to the source of the identity information, which in general is preferred. We 
weighted the pro’s and con’s, and decided that doing it at the hub was the most 
practical solution, particularly for doing a pilot and user evaluation study. 
 
We made a detailed design on the user interaction, processing the feedback from the 
first user study. We prototyped this, and did a second small-scale user study but 
now with a prototype instead of mock-ups. We used the results to fine-tune further, 
especially focusing on unobtrusiveness and understandability (contrary to fine-
grained control). The resulting prototype has the following main characteristics: 
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• The user cannot provide consent per-attribute, contrary to design guideline 1. 
Reasons are that the SURFfederatie does not have so-called optional 
attributes (all attributes are needed by the service provider), and 
understandability was prioritized over fine-grained control. 

• A consent web-page that allows three choices: “yes”, “no” and “yes, and 
remember for a certain period” (timed consent). It does not have a “yes, 
remember always” option. See Figure 1 for an example screenshot. 

• Uses real values contrary to types to explain what is about to be shared. For 
example “University of Twente” contrary to “affiliation”, since this is easier to 
understand for most users. 

• Has a self management page which allows users to revoke their timed 
consent. 

• Careful explanations of the working of the SURFfederatie and the role of 
SURFnet and the hub, especially because the SURFfederatie hub became 
visible to users as a consequence of the chosen hub-architecture. 

• Links to privacy policies at the service providers, to make it somewhat easier 
for users to understand what the service provider will do with their personal 
information. 

 

 
Figure 1 Consent renewal notification, shown when a timed consent has expired 

We then did a large-scale pilot with this prototype. We selected three popular service 
providers that require identifiable attributes, and three of the bigger universities that 
use these service providers. Users were offered the choice to participate in the pilot 
or not, where participating would include the willingness to complete two surveys. 
The first survey was sent right after the users had used the prototype for the first 
time, the second at the end of the pilot (which ran for two months). The main 
purpose of the second survey was to evaluate the trade-off we made (e.g., the 
consent renewal feature) and to verify if users would ‘get fed up’ with the 
notifications after a while. The first survey was completed by 507 people, 85% of 
which indicated that they considered it important to have more insight and control 
over their privacy in the SURFfederatie. On the question if they considered the 
prototype a good add-on to the SURFfederatie, 63% said yes, 29% were neutral, 
and 8% did not think so. The results of the second survey were nearly identical, 
indicating that users hadn’t grown tired of the notifications. 
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The survey did not indicate a clear preference with regard to the length of the timed 
consent, but only 13% would prefer a “remember my consent indefinitely” option. 
Since a risk for the survey was that the respondents were, typically, the more 
privacy concerned, Westin’s privacy index was included in the survey. The results of 
this assessment indicated that the privacy attitudes of people that participated in the 
survey are representative. 
 
A specific concern for the pilot was whether the users would get confused by or 
would distrust the role of SURFfederatie, since the SURFfederatie hub became 
prominently visible to them because of the hub architecture we chose. The survey 
results indicate that the prototype was apparently clear to them, and did not indicate 
trust or other problems. 
 
The conclusion of the research is clear: users want to have more control over 
their privacy in the SURFfederatie, and consider the prototype to be a good 
add-on to do this.  
Recommendations and next steps for SURFnet are: 

• Verify with institutes representatives if they also want this user controlled 
privacy functionality, and whether this should be deployed throughout the 
whole federation or if each institute can choose whether or not to provide this 
to their users. 

• Decide on implementing this on the hub (as was the case for the pilot) or do 
this decentralized at each institute. This is not an obvious choice, but we 
recommend the hub architecture. In case SURFnet chooses to do this 
decentralized, our recommendation is that SURFnet would provide the 
software, based on our prototype, to each institute to install and integrate in 
their infrastructure. 
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